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Addressing Table

Device

R1

R2

R3

Interface

Lol

Lol
Lo2
S0/0/0 (DCE)

Lo
S0/0/0

| S0/0M1 (DCE)

Lo4

192.168.2.1
192.168.12.1

192.168.6.1
192.168.12.2

192.168.23.1
192.168.4.1

LoS
S0/0M

| 192.168.23.2

192.168.5.1
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IP Address Subnet Mask

209.165.200.225
192.168.1.1

| 255.266.255.252
| 2552852550
| 255.255.255.0
255 256 256.252
| 2552562550

255,255.255.252
256.255.255.0
255.255.255.0

- 255.256.255. 252

255.255,255.252

1






Task 1: Cable the network as shown in the topology. (6 Marks)

Before proceeding, have your cabling verified by the examiner.

Instructor Sign-off: , .~ &)
Task 2: Configure basic settings for each router. {20 Marks)
a. Disable DNS lookup. (| ) Vg &
b. Configure device name, as shown in the,mpnlugy. rh: il ) BF
c. Assign class as the privileged EXEC password. || (0
d. Assign cisco as the console and vty passwords. £ . &7
e. Configure logging synchronous for the console line, s : i
f. Configure an MOTD banner to warn users that unauthorized 3ccessi is pr-ohibited. (s A . I_.l;} 7 e
g. Configure the IP addresses listed in the Addressing Table for all interfaces. DCE interfaces shouldbe  » |
configured with a clock rate of 128000. Bandwidth should be set to 128 Kbis on all serialinterfaces. LI NP St
h. Copy the running configuration to the startup configuration.
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Task 3: Configure a Multiarea OSPFv2 Network

In Part 2, you will configure a multiarea OSPFv2 network with process |D of 1. All LAN loopback interfaces
should be passive, and all serial interfaces should be configured with MD5 authentication using Ciseo123 as

the key.

Step 1: Identify the OSPF router types in the topology.

Identify the Backbone muter{s}ﬁ“'ﬁ‘l
|dentify the Autonomous System Boundary Router(s) |?_|[

(ASBR):Identify the Area Border Router(s) (ABR]:Q.I. ﬂ.ﬂl
Identify the Internal routeﬂ{s}:.IL?). T

Step 2: Configure OSPF on R1.

Configure a router ID of 1.1.1.1 with OSPF process ID of 1. &
Add the networks to the correct area for R1 to OSPF,

Set all LAM loopback interfaces, Lo1 and Lo2, as passive. -~
Create a default route to the Internet using exit interface Lo, .-

® ap T oW

Configure OSPF to propagates the routes throughout the OSPF areas. |

Step 3: Configure OSPF on R2.
a. Configure a router |D of 2.2.2 2 with OSPF process 1D of 1.

b, Add the networks for B2 to OSPF. Add the networks to the correct area.~ )

c. Set all LAN loopback interfaces as passive.

Step 4: Configure OSPF on R3.

a. Configure a router 1D of 3.3.3.3 with OSPF process ID of 1.
b. Add the networks for R3 to OSPF. Add the networks to the correct area

c. Setall LAN loopback interfaces as passive.

Step 5: Configure MD5 authentication on all serial interfaces.

Configure OSPF MD5 authentication at the interface level with an authentication key of Ciseo123.

(8 Marks)

(15 Marks)

{10 Marks)

(10 Marks)

(15 Marks)






Task 3: Configure Interarea Summary Routes

Step 1: Configure the interarea summary routes. (10 Marks)
a. Calculate the summary route for the networks in area1.—
b. Configure the summary route for area 1 onR1.
i
c. Calculate the summary route for the networks in area 3~ o _,;'
- .--- -
d. Configure the summary route for area 3 on R2,
Step 6: Verify end-to-end connectivity.
Verify that all networks can be reached from each router.
Task 4: Verify Layer 3 connectivity. (6 Marks)
Routers Result
R1to R2 L
R1to R3 e
R2 to R1 Pl
'R2to R3 i
'R3to R1 T
R3 to R2 -

Submission Requirement

On each device, issue the following commands and capture the configurations.

devicename surname Pno.ixt

show run

show ip protocols
show ip ospf neighbor
show ip ospf database
show ip route ospf

All documentation for your solution should be submitted via USB.

It is your responsibility that you copy all the outputs and files correctly.

Diwedd/End

Save the file as
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Addressing Table

Device Interface IP Address Subnet Mask
RA1 Lo0 209.165.200.225 | 255.255.255.252
Lo 192.168.1.1 | 255.255.255.0
B Lo2 192.168.2.1 2552662650 |
S0/0/0 (DCE) | 192.168.12.1 265 255,255,252
R2 Lo6 192.168.6.1 | 255.255.256.0
i S0/0/0 192.168.12.2 255265256262 |
| so/oM (DCE) | 192.168.23.1 255 256 255,252
R3 Lo4 192.168.4.1 2552552550
B Lo5 | 192.168.5.1 2552662650 |
L | S0/0 192.168,23.2 255 256,255,252
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Task 1: Cable the network as shown in the topology.

Before proceeding, have your cabling verified by the examiner.

Task 2: Configure basic settings for each router.

-8 o0 T oD

@

/ y
Instructor Sign-off; "L/‘/-’- (=

Disable DNS lockup. (7 1., Z2. (22,

Configure device name, as shown in the topology. { :| : ;;-q'_ 7 ;1'~J 2
Assign class as the privileged EXEC password. {7 , £

; H > Iy 7
Assign cisco as the conscole and vty passwords. ¢/ @ | (¢ :f
j y 1

Configure logging synchronous for the console line./ | ) £2 @7
Configure an MOTD banner to warn users that unauthorized access is prohibited. ‘F“} 3 [ P 44 i .Er.'h‘_‘:

{6 Marks)

(20 Marks)

Configure the IP addresses listed in the Addressing Table for all interfaces. DCE interfaces shouldbe

configured with a clock rate of 128000. Bandwidth should be set to 128 Kiv/'s on all serialinterfaces,
Copy the running configuration to the startup configuration.

L=
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Task 3: Configure a Multiarea OSPFv2 Network

In Part 2, you will configure a multiarea OSPFv2 network with process ID of 1. All LAN loopback interfaces
should be passive, and all serial interfaces should be configured with MD5 authentication using Cisco123 as

the key.

Step 1: Identify the OSPF router types in the topology.
ldentify the Backbone rnuter{sj;._......&.I...__..;.m....._.........

Identify the Autonomous System Boundary Router(s) ... K‘

(ASBR):Identify the Area Border Router(s) (ABR):... &l ) &2—
Identify the Internal router{sj:.........&3........

Step 2: Configure OSPF on R1.

a. Configure a router ID of 1.1.1.1 with OSPF process ID of 1. ¥
Add the networks to the correct area for R1to OSPF. -
Set all LAM loopback interfaces, Lot and Lo2, as passive. -

Create a default route to the Internet using exit interface Lo0.”

o o p T

Step 3: Configure OSPF on R2.

a. Configure a router 1D of 2.2.2.2 with OSPF process ID of 1. v/
b Add the networks for B2 to OSPF. Add the networks to the correct area,

c. Set all LAN loopback interfaces as passive. L

Step 4: Configure OSPF on R3.
a. Configure a router 1D of 3.3.3.3 with OSPF process 1D of 1. e

b. Add the networks for R3 to OSPF. Add the networks to the correct area-

c. Set all LAN loopback interfaces as passive.

Step 5: Configure MD5 authentication on all serial interfaces.

Configure OSPF to propagate the routes throughout the OSPF areasi”

Configure OSPF MD5 authentication at the interface level with an authentication key of Cisco123.

(8 Marks)

{15 Marks)

=S

(10 Marks)

D

(10 Marks)
(O

(15 Marks)

{
L






Task 3: Configure Interarea Summary Routes

14L.169. 1.0

Step 1: Configure the interarea summary routes. (42 . 169. 1.0 (10 Marks)
a. Calculate the summary route for the networks in ar&ar'f.f : L.
- 1
b. Configure the summary route for area 1 onR1. 7 g i:: 52
o
c. Calculate the summary route for the networks in area.d. © o O
192.(66.0.0 /22
d. Configure the summary route for area 3 on Ra (3} 25%. 162.0 U\Ll d
1018 4.0 VN gt
o
Step 6: Verify end-to-end connectivity. 6.0
\erify that all networks can be reached from each router. ia 0 ‘-.
v2g’ e 3T
o o 9
. i o R e
Task 4: Verify Layer 3 connectivity. o 5 o
o
| Routers | Result
R1to R2 v
'R1toR3 v
R2 to R1 L
R2 to R3 i
| R3to R1 s
R3to R2 . o

Submission Requirement

On each device, issue the following commands and capture the configurations. Save the file as
devicename _surname Pno.ixi.

show run

show ip protocols
show ip ospf neighbor
show ip ospf database
show ip route ospf

All documentation for your solution should be submitted via USB.
It is your responsibility that you copy all the outputs and files correctly.

Diwedd/End
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Addressing Table

Device Interface IP Address Subnet Mask

R1 Lo0 209.165.200.225 | 255.255.255.252
B Lo 192.168.1.1 | 255,265 255.0
Lo2 192.168.2.1 256 255.255.0

S0/0/0 (DCE) | 192.168.12.1 255,255 265,252
Rz Lob | 192.168.6.1 | 255 255 255.0

SO/0I0 192.168.12.2 255 255 255 252

| sof0/ (DCE) | 192.168.23.1 255,255,256 252
R3 Lod 192.168.4.1 255,256 255.0
| | Los 192.168.5.1 256.265,255.0

S0/0/ | 192.168.23.2 | 255,255.256.252
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Task 1: Cable the network as shown in the topology. (6 Marks)

Before proceeding, have your cabling verified by the examiner.

Instructor Sign-off:

/i

Task 2: Configure basic settings for each router. (20 Marks)

a Disable DNSlookup. 1., @2 , A%

b. Configure device name, as shown in the topology. RA LA R~

¢. Assign class as the privileged EXEC password. ;-{ 1 . ,-1£;'_",? 3 g3

d. Assign cisco as the console and vty passwords. @1 , L2 , £,

e. Configure logging synchronous for the console line. |.(:>h ¥ !J P2 RE

f. Configure an MOTD banner to warn users that unauthorized access is prohibited. R :E'r e, , R2

a. Cnnf_igure the_: |P addresses listed in the Arcldre?sing Table for all interfaces. DCE interf?ﬂales shouldbe 0 T
configured with a clock rate of 128000, Bandwidth should be set to 128 Kb/s on all serialinterfaces.

h. Copy the running configuration to the startup configuration.

20

L~ B
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Task 3: Configure a Multiarea OSPFv2 Network

In Part 2, you will configure a multiarea OSPFv2 network with process 1D of 1. All LAN loopback interfaces
should be passive, and all serial interfaces should be configured with MDS a

the key.

Step 1: Identify the OSPF router types in the topology.
Identify the Backbone router(s):... ... Qlf

Identify the Autonomous System Boundary Router(s) ... RY"...

(ASBRY:Identify the Area Border Router(s) (ABR): .4, .2

Identify the Internal router(s):.... R 2>............ -

Step 2: Configure OSPF on R1.

a. Configure a router 1D of 1.1.1.1 with OSPF process ID of 1. e

Add the networks to the correct area for R1 to OSPF.

-

b

c. Set all LAN loopback interfaces, Lot and LoZ2, as passive. .
d. Create a default route to the Internet using exit interface Lo0. ¥
&

-

Configure OSPF to propagate the routes throughout the OSPF areas. -

Step 3: Configure OSPF on R2.

a. Configure a router 1D of 2.2.2.2 with OSPF process ID of 1.
b, Add the networks for R2 to OSPF. Add the networks to the correct ared”

c. Set all LAN loopback interfaces as passive.

Step 4: Configure OSPF on R3.

a. Configure a router 1D of 3.3.3.3 with OSPF process 1D of 1. e
b Add the networks for R3 to OSPF. Add the networks to the correct ared

e, Set all LAN loopback interfaces as passive.

Step 5: Configure MD5 authentication on all serial interfaces.

-

uthentication using Cisco123 as

(8 Marks)

&

(15 Marks)

{10 Marks)

[ O

(10 Marks)
[ (D

(15 Marks)

Configure OSPF MD5 authentication at the interface level with an authentication key of Cisco123.

L, 22

P | {'\I ]

[

1 (o f






Task 3: Configure Interarea Summary Routes

Step 1: Configure the interarea summary routes. (10 Marks)
o, Calculate the summary route for the networks in area 1. 192.1¢8. 0.0 AFs. A55.252.9

b. Configure the summary route for area 1 on R1. { B

-

- \ AP, i s
¢ Calculate the summary route for the networks inarea 3. 172 VER s o 2D *’1‘"5_;(. 3 4

X S

d. Configure the summary route for area 3 on R2. o “

Step 6: Verify end-to-end connectivity.

Verify that all networks can be reached from each router.

Task 4: Verify Layer 3 connectivity. (6 Marks)
Routers Result

| R1to RZ2 Soegesd |

R1 to B3 Fuoreeld]
R2 to R1 e est

| R2to R3 Jeecaldd i
R3 to R1 Juwccad 5

i R3to R2 |J wce e gt

Submission Requirement

On each device, issue the following commands and capture the configurations. Save the file as
devicename surname Pno.ixt

show run

show ip protocols
show ip ospf neighbor
show ip ospf database
show ip route ospf

All documentation for your solution should be submitted via USB.
It is your responsibility that you copy all the outputs and files correctly.

Diwedd/End
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Addressing Table

Device Interface IP Address Subnet Mask
| R Lo0 209.166.200.225 | 255.255.255.252
Lot 192.168.1.1 255 255.255.0
Lo2 192.168.2.1 | 966.255.256.0
S0/0/0 (DGE) | 192.168.12.1 255,265 255,252
R2 LoB 192.168.6.1 255 255.255.0
I S0/0/0 192 168.12.2 256.255,255.252
B S0/0/1 (DCE) | 192.168.23.1 255,2565.255.252
R3 Lod 192.168.4.1 255 265.255.0
Lo5 192.168.5.1 265,255.255.0
| S0/0/1 192.168.23.2 | 255.256.265.252

Page 3 of 6







Task 1: Cable the network as shown in the topology. (6 Marks)

Before proceeding, have your cabling verified by the examiner.

Instructor Sign-off: s &

C
Task 2: Configure basic settings for each router. {20 Marks)
a. Disable DNSlookup. £t 2, (01
b. Configure device name, as shown in the topology. (/| .
c. Assign class as the privileged EXEC password. (7 :
d. Assign cisco as the console and vty passwords. (/| [ . P L2 _E .. i
e. Configure logging synchronous for the consoleline. {1 A2 ¢
f Configure an MOTD banner to warn users that unauthorized access is prohibited. (@ 1708
g. Configure the IP addresses listed in the Addressing Table for all interfaces. DCE interfaces shouldbe Q)
configured with a clock rate of 128000. Bandwidth should be set to 128 Kb/s on all serialinterfaces.
h. Copy the running configuration to the startup configuration.

Page 4 of 6
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Task 3: Configure a Multiarea OSPFv2 Network

In Part 2, you will configure a multiarea OSPFv2 network with process 1D of 1. All LAN loopback interfaces
should be passive, and all serial interfaces should be configured with MD5 authentication using Cisco123 as

the key.

Step 1: Identify the OSPF router types in the topology.
g ] .

Identify the Backbone router(s):....-. .. kA
Identify the Autonomous System Boundary Router(s) ... =l
(ASBR):Identify the Area Border Router(s) (ABR):..[:1..5. [
Identify the Internal router(s):...... i SR '

Step 2: Configure OSPF on R1.

a. Configure a router 1D of 1.1.1.1 with OSPF process 1D of 1.~ "
Add the networks to the correct area for R1to OSPF. "~
Set all LAN loopback interfaces, Lo1 and Lo2, as passive. -

b
Gc.
d. Create a default route to the Internet using exit interface Lo0. .
e

Configure OSPF to propagate the routes throughout the OSPF areas,

Step 3: Configure OSPF on R2.

a. Configure a router ID of 2.2.2.2 with OSPF process ID of 1. .~ :
b. Add the netwarks for R2 to OSPF. Add the networks to the correct area.,

¢ Set all LAN loopback interfaces as passive.

Step 4: Configure OSPF on R3.

a. Configure a router 1D of 3.3.3.3 with OSPF process IDoft. -
b, Add the networks for R3 to OSPF. Add the networks to the correct area

c.  Set all LAN loopback interfaces as passive. e

Step 5: Configure MD5 authentication on all serial interfaces.

Configure OSPF MD5 authentication at the interface level with an authentication key of Cisco123.

(8 Marks)

(15 Marks)

(10 Marks)

(10 Marks)

(15 Marks)






Task 3: Configure Interarea Summary Routes

Step 1: Configure the interarea summary routes.

a. Calculate the summary route for the networks in area1. '~

b. Configure the summary route for area 1 on R1.

¢ Calculate the summary route for the networks in area 3.

d. Configure the summary route for area 3 on R2.

Step 6: Verify end-to-end connectivity.

Verify that all networks can be reached from each router.

Task 4: Verify Layer 3 connectivity.

' e

le b

(10 Marks)

(6 Marks)

| Routers Result

R1to R2

E1to R3

R2 to R1

| R2 to R3

R3 to R1

R3 to R2

Submission Requirement

On each device, issue the following commands and capture the configurations. Save the file as

devicename surhame Pno.txt.

show run

show ip protocols
show ip ospf neighbor
show ip ospf database
show ip route ospf

All documentation for your solution should be submitted via USB.
It is vour responsibility that you copy all the outputs and files correctly.

Diwedd/End
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Addressing Table

Device Interface IP Address Subnet Mask
Ri Lo0 209.165.200.226 | 255.255.255.252
' | Lot 192.168.1.1 265 255.255.0

Lo2 192.168.2.1 255,255 265.0
S0/0/0 (DCE) | 192.168.12.1 255 265,255,252
| R2 | LoB | 192.168.55.1 266.255,255.0
- S0/0/0 192.168.12.2 2565.255,255.252
S0/0/1 (DCE) | 192.168.23.1 255 255 265,252
R3 | Lo4 192.168.4.1 256.255,255.0
LoB 192.168.5.1 255,255.255.0
S0/0/1 192.168.23.2 255 255,255,252
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Task 1: Cable the network as shown in the topology. (6 Marks)
Before proceeding, have your cabling verified by the examiner.

Instructor Sign-off: ___— =

Task 2: Configure basic settings for each router. (20 Marks)

Disable DNS lookup. =~ F1 -él.; £2,

4 | No ¢ u' AT FErn pL)
Configure device name, as shown in the topology.~ € ’ 1?'2._,- 4 i;- ;

i ; Y

Assign class as the privileged EXEC password”” (1 Q0,07 ' ’ s
Assign cisco as the console and vty passwords.~~ €71 2, {} _?)

m oo o T oW

Ll

Configure logging synchronous for the console Iine-..f‘i'_f_q_']] iy L .{ 5

a

Configure an MOTD banner to warn users that unauthorized access is prohibited=" (7] (2 L3
, K2 K

g. Configure the IP addresses listed in the Addressing Table for all interfaces. DCE interfaces shouldbe
configured with a clock rate of 128000. Bandwidth should be set to 128 Kb/s on all serialinterfaces. ™

- 1)
“ ] l'l?? I_;M;;

h. Copy the running configuration to the startup configuration.
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Task 3: Configure a Multiarea OSPFv2 Network

In Part 2, you will configure a multiarea OSPFv2 network with process |D of 1. All LAN loopback interfaces
should be passive, and all serial interfaces should be configured with MDS authentication using Cisco123 as

the key.

Step 1: Identify the OSPF router types in the topology.

Identify the Backbone router(s):.. K. & . R2A...........
Identify the Autonomous System Boundary Router(s) i R

(ASBR):Identify the Area Border Router(s) (ABR):, R1+R2...

Step 2: Configure OSPF on R1.

a. Configure a router 1D of 1.1.1.1 with OSPF process D uf1./~-*'
b. Add the networks to the correct area for R1 to OSPF.
c. Setall LAN loopback interfaces, Lot and Lo2, as passive. '
d. Create a default route to the Internet using exit interface Lo0. ¥
&

Configure OSPF to propagate the routes throughout the OSPF areas,”

Step 3: Configure OSPF on R2. i
a. Configure a router 1D of 2.2.2.2 with OSPF process 1D of 1 //

b Add the networks for R2 to OSPF. Add the networks to the correct area.

c. Setall LAN loopback interfaces as passi\re_--""f -

Step 4: Configure OSPF on R3.
a. Configure a router ID of 3.3.3.3 with OSPF process D of 1 b

b, Add the networks for R3 to OSPF. Add the networks to the correct area 2

-

e, Setall LAN loopback interfaces as passive.-—-"f e

Step 5: Configure MD5 authentication on all serial interfaces.

(8 Marks)

(15 Marks)

C ?

(10 Marks)

(10 Marks)

7,

(15 Marks)

Configure OSPF MDS5 authentication at the interface level with an authentication key of Cisco123. \<






Task 3: Configure Interarea Summary Routes

Step 1: Configure the interarea summary routes. (10 Marks)
a  Calculate the summary route for the networks inareal. -

b. Configure the summary route forarea 1onR1. -7

c. Calculate the summary route for the networks in area 3.

d. Configure the summary route for area 3 on R2. .

Step 6: Verify end-to-end connectivity.

\lerify that all networks can be reached from each router.

Task 4: Verify Layer 3 connectivity. (6 Marks)

Routers Result

R1to R2
R1to R3
' R2 to R1
R2 to R3
| R3to R1
R3to R2 | |

Submission Requirement

On each device, issue the following commands and capture the configurations. Save the file as
devicename surname Pno.txt.

show run

show ip protocols
show ip ospf neighbor
show ip ospf database
show ip route ospf

All documentation for your solution should be submitted via USE.
It iz your responsibility that you copy all the outputs and files correctly.

Diwedd/End
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Addressing Table

| Device Interface IP Address Subnet Mask
| R Lo0 209.165.200225 | 255.255.255.252 e
| Lot 192.168.1.1 2652562550 | (O Aveq
Lo2 192.168.2.1 255.2565.255.0 O Alea
o _smnm (DCE) 192.168.12.1 256.255.256.262 | | Wﬂe.‘-;h
R2 Lo6 192.168.6.1 255.255.255.0 § Ay
S0/0/0 192.168.12.2 255.2565.256.252 o A
N S0/0/ (DCE) | 192.168.23.1 255.255,255,252 2 AN .
R3 Lod [ 192.168.4.1 256.255,265.0
Lo5 192.168.5.1 255,255.256.0
i S0/0/1 192.168.23.2 266 255,255,262
2y
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Task 1: Cable the network as shown in the topology. (6 Marks)

Before proceeding, have your cabling verified by the examiner.

’
o

Instructor Sign-off: f-ﬁ-f -

Task 2: Configure basic settings for each router. (20 Marks)
a. Disable DNS lookup. [ [ ; Yk
b. Configure device name, as shown in the topology. |+ & %
¢. Assign class as the privileged EXEC password. e
d. Assign cisco as the console and vty passwords. 4 27
e. Configure logging synchronous for the console line. | ; }
f  Configure an MOTD banner to warn users that unauthorized access is prohibited. 2y, K2, R
g. Configure the IP addresses listed in the Addressing Table for all interfaces. DGE interfaces shouldbe
configured with a clock rate of 128000. Bandwidth should be set to 128 Kbis on all serialinterfaces.
h. Copy the running configuration to the startup configuratian,
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Task 3: Configure a Multiarea OSPFv2 Network

In Part 2, you will configure a multiarea OSPFv2 network with process D of 1. All LAN loopback interfaces
should be passive, and all serial interfaces should be configured with MDS authentication using Cisco123 as

the key.

Step 1: Identify the OSPF router types in the topology.

Identify the Backbone router(s):... ... ..Qf.l..,..ﬁf.& .................
|dentify the Autonomous System Boundary Router(s) ...... i TR

(ASER):Identify the Area Border Router(s) (ABR).... K., R .
Identify the Internal router(s):...... 3.

Step 2: Configure OSPF on R1.

a. Configure a router ID of 1.1.1.1 with OSPF process IDof 1. -
b. Add the networks to the correct area for R1 to OSPF.
c. Setall LAN loopback interfaces, Lol and Lo2, as passive.
d. Create a default route to the Internet using exit interface Lol. é,
Configure OSPF to propagate the routes throughout the OSPF areas.

Step 3: Configure OSPF on R2.
a. Configure a router 1D of 2.2.2.2 with OSPF process ID of 1.

b, Add the netwarks for R2 to OSPF. Add the networks to the correct area.

c. Setall LAN loopback interfaces as passive. -

Step 4: Configure OSPF on R3.

a. Configure a router ID of 3.3.3.3 with OSPF process IDof 1.
b, Add the networks for R3 to OSPF. Add the networks to the correct area

c.  Set all LAN loopback interfaces as passive.

Step 5: Configure MD5 authentication on all serial interfaces.

Configure OSPF MD5 authentication at the interface level with an authentication key of Cisco123.

(8 Marks)

(15 Marks)

(10 Marks)

(10 Marks)

(15 Marks)






Task 3: Configure Interarea Summary Routes

Step 1: Configure the interarea summary routes. / (10 Marks)
A2 ANR.O of 22 -

a. Calculate the summary route for the networks in area 1. =
Js% 223 282 0%

b. Configure the summary route forarea 1 on R1.

¢. Calculate the summary route for the networks in area 3. \EAZ . \GCR 0.0 I Y=
ras 2es ., tiu O,

d. Configure the summary route for area 3 on R2. \\

Step 6: Verify end-to-end connectivity.

Verify that all networks can be reached from each router.

Task 4: Verify Layer 3 connectivity. (6 Marks)
Routers | Result

| R1to R2 : P

| R1to R3 .
R2 to R1 i
R2to B3 — ]
R3 to R1 o~
R3 to R2 B s

Submission Requirement

On each device, issue the following commands and capture the configurations. Save the file as
devicename _surname Pno.txt.

show run

show ip protocols
show ip ospf neighbor
show ip ospf database
show ip route ospf

All documentation for your solution should be submitted via USB.
It is your responsibility that all the outputs and files correctly.

Diwedd/End
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Addressing Table

Device Interface IP Address Subnet Mask
R1 Lo0 | 209.165.200.225 | 255.255.255.252
| Lo 192.168.1.1 | 255.255.255.0

Loz | 19216821 | 255.255.255.0
S0/0/0 (DCE) | 192.168.12.1 255 255 256.252
R2 L6 192.168.6.1 | 255.255.255.0
S0/0/0 192168122 | 265.255.255.252
T S0/0/1 (DCE) | 192.168.23.1 255,255 255,252
'R3 Lod 192.168.4.1 | 255.255.255.0
Lo5 192.168.51 | 265.255.255.0
| soon 192.168.23.2 | 255.266.255.252
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Task 1: Cable the network as shown in the topology. (6 Marks)

Before proceeding, have your cabling verified by the examiner. /

Instructor Sign-off:

-

Task 2: Configure basic settings for each router. (20 Marks)

- ® a0 T ®

o

Disable DNSlookup. 21 (22 K'

Configure device name, as sﬁown in the topology. il
Assign class as the privileged EXEC password. |

Assign cisco as the console and viy passwords. ;f [, 4

Configure logging synchronous for the console line. £ [ ("

| ) Fila]

Configure an MOTD banner to warn users that unauthorized access is prohibited. [ ;

Configure the IP addresses listed in the Addressing Table for all interfaces. DCE interfaces shouldbe
configured with a clock rate of 128000. Bandwidth should be set to 128 Kb/s on all serialinterfaces. | £

Copy the running configuration to the startup configuration.
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Task 3: Configure a Multiarea OSPFv2 Network

In Part 2, you will configure a multiarea OSPFv2 network with process 1D of 1. All LAN loopback interfaces

should be passive, and all serial interfaces should be configured with MD5 au
the key.

Step 1: Identify the OSPF router types in the topology.

|dentify the Backbone mutar{s]ﬁlfﬁl
Identify the Autonomous System Boundary Router(s) P‘i

(ASBR)Identify the Area Border Router(s) (ABR):. R 1413 3
|dentify the Internal router{s):... ﬁ3

Step 2: Configure OSPF on R1.

Configure a router 1D of 1.1.1.1 with OSPF process 1D of 1.
Add the networks to the correct area for R1 to OSPF* i

Set all LAN loopback interfaces, Lo1 and Lo2, as passive. .~ :
Create a default route to the Internet using exit interface Lo0. -

o 2/ TN

Configure OSPF to propagate the routes throughout the QOSFF areas.

Step 3: Configure OSPF on R2.

a. Configure a router ID of 2.2.2.2 with OSPF process 1D of 1. - il
b, Add the networks for R2 to OSPF. Add the networks to the correct area:

c. Set all LAN loopback interfaces as passive.

Step 4: Configure OSPF on R3.
a. Configure a router ID of 3.3.3.3 with OSPF process ID of Pl

b, Add the networks for R3 to OSPF. Add the networks to the correct area,

¢ Set all LAN loopback interfaces as passive.

Step 5: Configure MD5 authentication on all serial interfaces.

Configure OSPF MD5 authentication at the interface level with an authentication key of Cisco123.

thentication using Cisco123 as

(8 Marks)

(15 Marks)

(10 Marks)

L

(10 Marks)

(15 Marks)
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Task 3: Configure Interarea Summary Routes

Step 1: Configure the interarea summary routes. (10 Marks)
a  Calculate the summary route for the networks inarea 1. ™
b. Configure the summary route for area 1 on R1. v
c. Calculate the summary route for the networks in area 3., 5
d. Configure the summary route forarea 3on R2. .~
Step 6: Verify end-to-end connectivity.
Verify that all networks can be reached from each router,
Task 4: Verify Layer 3 connectivity. (6 Marks)
Routers | Result ‘ )
R1toR2 J
R1to R3 v
R2 to R1 o R
' R2toR3 v
R3 to R1 J
' R3toR2 v B

Submission Requirement

On each device, issue the following commands and capture the configurations. Save the file as
devicename surname Pno.txt

shaow run

show ip protocols
show ip ospf neighbor
show ip ospf database
show ip route ospf

All documentation for your solution should be submitted via USE.

It is your responsibility that you copy all the outputs and files correctly.
Diwedd/End







